NHOOPMALIMOHHASA ITAMATKA
AJIAA OBYYAIOIIUXCA 1JIAA PASMEIIEHU S
HA OOUIINAJBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM I'OJOM MOJIOACKU B MHTCPHETC CTAHOBUTBHCA 6OJILI_HC, a IIKOJBbHHUKHW OJHU M3 CaMbIX
aKTHBHBIX MOJb30BaTeneld PyHera. Mexay TeMm, HOMHMO OTPOMHOTO KOJHYECTBA BO3MOYKHOCTEH,
MHTEPHET HECET U MPOo0IeMbl. DTa MaMsITKa JOJDKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbioTepHblii BUpPYC - 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOTrpamMM, OTIWYUTEIHHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3sMHOXKEHHUIO. B JI0MOJIHEHHE K 3TOMY, BHPYCHI
MOTYT TMOBPEIUTh WJIM [OJHOCTHIO YHUYTOXKHUTH Bce (ailibl W JaHHBIE, MOAKOHTPOJIbHBIC
MOJIb30BATENI0, OT UMEHHU KOTOPOTro ObLiIa 3aIylleHa 3apakeHHast IporpaMma, a Takke MOBPEAUTh WIN
Ja)kKe YHUUTOXKHUTH OIEPAIMOHHYIO CUCTEMY CO BceMu dailiamMu B 1enoM. B GonbiivHCTBE ciydaeB
pacnpoCTpPaHsIOTCA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. icionb3yii cOBpeMEHHBIE ONEepallMOHHbIE CUCTEMbI, UMEIOLIUE CEPbE3HBINM YPOBEHB 3aILUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. TlocrosHHO ycTraHaBiMBaiW madTH (UM(POBBIE 3aIIATKH, KOTOPbIE AaBTOMATHYECKU
YCTaHABJIMBAIOTCA C LENbI0 OpaOOTKU MPOTpaMMbl) M JPpyrue OOHOBICHHS CBOCH OIEpalMOHHOM
cucrembl. CkaunBail UX TOJIBKO ¢ OpHUIMATIBHOTO caiita papadorunka OC. Eciu cymecTByeT pexxum
aBTOMAaTHYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Pabotaii Ha CBOEM KOMIIBIOTEpE TOJI TIPaBaMH IOJIb30BATEIISA, & HE aIMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IIPOrpaMM HMHCTAJUTUPOBATHCS HAa TBOEM MEPCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonw3yil aHTHBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI HW3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJIA IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEUIHME HOCUTENM HHPOpMAIMM, Takue Kak ¢emka, AUCK Wiau (ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIiBail KOMIbIOTEpHBIE (ailsibl, MOJyYEHHbIE U3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te
¢ailnpl, KOTOpPbIE MpHCIa TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJIsUI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHUS, a BCETo JHIIb Open, Mapka. Eme B 1991
TOAy HHUJEpIaH/CKast KoMmaHus 3apeructpuposaia opern "WECA", uTo 0603Ha4ano clioBocoueTaHne
"Wireless Fidelity", koTopsriii mepeBoanTCS Kak "OecIpoBOHAS TOYHOCTD .

Jlo Hamrero BpeMeHH Jonuia Apyras a00peBuatrypa, KOTopas SBISETCS TAaKOW K€ TEXHOJIOTHEH.
Oto abbpeBuatypa "WIi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOI
texuuku Hi-Fi, 4to B mepeBoie 03HayaeT "BbICOKas TOYHOCTH".

Ha, OecnyaTHBII WHTEPHET-AOCTYH B Kade, OTeNIX W adpomopTax SBISETCS OTINYHOH
BO3MOXKHOCTBIO BbIX0J1a B MHTEepHET. Ho MHOTHE 3KCIepThI cunTaroT, uto obmmenoctynubsie Wi-Fi cetn
HE SIBJISIIOTCS. 0€30IaCHBIMU.



Cosertsl 10 Oe30macHOCTH paboThl B 00menocTynHbix cersix Wi-fi:

1. He mepenagaii cBoto muunyro nHpopmaruio uepes obmrenoctymnusie Wi-Fi cern. Paboras B HuX,
JKCJIATCIIbHO HC BBOJAUTD IMAPOJIM JOCTYIIA, JIOTMHBI U KAKUC-TO HOMCPA,

2. HUcnons3yihi u OOHOBISAM aHTUBHPYCHBIE MpOTpaMMbl M OpaHamayep. TeM caMbIM Tbl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

3. Ipu ucnons3oBanuu Wi-Fi otkmoun ¢ysakiuio "OO6muii goctyn K (aiiiaMm U npuaTepam”.
HNannast QyHKIHS 3aKpbITa MO0 YMOJYAHUIO, OJJHAKO HEKOTOPHIE MOJIH30BATEIN AKTUBUPYIOT €€ s
yn00CTBa UCIIOIB30BaHKS B paboTe i y4eoe;

4. He ucnonp3yit myonmmunabiii WI-FI s mepenaun muyHBIX JaHHBIX, HAIpUMED JJIs BBIXOJIA B
COILIMAJIbHBIC CETH UJTH B 3JIEKTPOHHYIO TIOYTY;

5. Ucnionp3yit TOIpKO 3amuieHHoe coequuenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
aznpeca BBoau umenHo "https://";

6. B moOmisHOM Tenedone orkmoun ¢yukuuio "Iogkmouenne k Wi-Fi aBromarnyecku". He
JOIYyCKail aBTOMAaTHYECKOT0 MOAKII0UeHHs ycTpoiicTBa k cetssm Wi-Fi 6e3 TBoero cornacusl.

CounajnHblie ceTH

CouuasibHble CETH aKTUBHO BXOJAT B HAIIy XH3Hb, MHOTHE JIFOJM PaOOTAIOT M JKUBYT Tam
HOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan Musiap/ 4eoBek, 4To sIBISICTCSI OTHO cebMOit Bcex
)KHUTENeH TUTaHeTbl. MHOTUE MOJIb30BATENIM HE TMOHMMAIOT, YTO MH(pOpMAIHs, pPa3MEICHHAsS MU B
COIIMAIIBHBIX CETSAX, MOXKET ObITh Hail/leHa U UCIIOJIb30BaHa KEM YTOHO, B TOM YHCIIE HE 005I3aTEIIBHO C
OnaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMaJIBHBIX CCTAX:

1. Orpanuup cnucok Apy3eil. ¥ 1e0s B Opy3bsX HE JOKHO OBITH CIIy4alHBIX M HE3HAKOMBIX
1)1 (87

2. 3amumuiail CBOIO YacTHYIO kM3Hb. He ykaspiBail maposu, TenedoHsl, ajpeca, AaTy TBOETO
POXJAEHUS M JpPYryl0 JHYHYO HHGOpMaluio. 3J0yMBIIUIEHHUKA MOTYT HCIHOJIb30BaTh JaxKe
I/IH(l)OpMaIII/II-O 0 TOM, KaK Thl 1 TBOU POAUTCIIN IIJIAHUPYETC MMPOBECTU KaHUKYJIbI,

3. 3amuinail CBOIO penyTaluio - Iep>KHU €€ B UUCTOTE U 3a]1aBaii cebe BOIpoc: XOTel Obl Thl, YTOOBI
JpyTye Moib30BaTeNu BHUJIENH, UYTO Thl 3arpyxaemb? Ilogymail, mpexiae 4eM 4To-TO ONmyOIMKOBATh,
HAIlACATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHUIIL C JIFOJbMH, KOTOPBIX HE 3HAEIlb, HE MCIIOJb3YH CBOE peaJbHOE UMS U
JPYTYIO THYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIIbCTBA, MECTO y4eObl U MpoUee;

5. N3beraii pazmemnienus (ororpaduit B MHTEpHETE, T/HE€ THI M300pa)k€H HAa MECTHOCTH, IO
KOTOPOU MOXHO ONPEAETUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu peructpanmu B COIUATBHOM CE€TH HEOOXOJAMMO HCIIONB30BaTh CIIOXKHBIC TMApOJIH,
cocrosimue u3 OykB ¥ (P U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. s conuanbHOM ceTH, MOYThI U APYTUX CaWTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIE MAPOIIH.
Torna eciu Te6st B37IOMAIOT, TO 3JI0YMBIIUIEHHUKH TOJIYYaT JOCTYI TOJBKO K OJHOMY MECTy, a HE BO
BCE Cpasy.



DJIeKTPOHHbBIE JeHbI U

DJEeKTPOHHBIE IEHBI U - 3TO OUEHb YJOOHBIH CIIOCO0 MIaTeX e, 0THAKO CYIIECTBYIOT MOILICHHHUKH,
KOTOPBIE XOTAT IOJIYYUThb OTU JACHBIH.

3JI€KTpOHHBI€ JCHBI' IIOABUJINCH COBCEM HCIABHO WM HMMCHHO H3-3a 3TOI'O BO MHOI'UX
rocyaapcCrBax g0 CHUX IIOp HE IPOIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHHPYIOT U O HHX yX€ MPOMHCAHO B 3aKOHE, /i€ UX pa3feisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeliaercss MpOBOJAUTH onepauuu 0e3 HICHTU(UKALUU IOJb30BaTEeNsd, a B HEAHOHHMMHBIX
UACHTU(DUKAIMS [TOJB30BATENS ABISETCA 0053aTEIbHOM.

Taxxe cienyer pa3nuyarh JIEKTPOHHbIE (PUATHBIE IEHBIH (PaBHBI FOCYIAPCTBEHHBIM BAJIIOTaM)
U DJICKTPOHHbIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. TlpuBsxu K cueTy MOOWIBHBIA TenedoH. DTO camblii yHOOHBIH W OBICTPBIH CIIOCOO
BOCCTaHOBHTH JIOCTYI K cueTy. [IpuBsi3aHHBIN TenedOoH MOMOXKET, ecii 3a0yAenlb CBOH IUIaTeKHBIH
[apOoJIb WM 3ai€Ib HA CAWT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnonb3yit onHopasoBblie mapoinu. [locie nepexona Ha yCUIIEHHYIO aBTOPHU3AIUIO TeOe yKe HE
OyZeT yrpokaTh OIMACHOCTh KPAXKHU MM TIEpeXBaTa IJIATSKHOTO TapoJIs;

3. Bribepu cnoxubiii mapons. IlpectynHukam Oyaer He HPOCTO yrajgaTh CJIOXHBIM Mapoib.
HapnexHble napoiu - 3To napoJiy, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB M BKIIIOYAIOT B ¢€0sI CTPOUYHBIE
U TponMcHble OYKBBI, LHM(PHI UM HECKOJIbKO CHMBOJIOB, TakuMe Kak 3HaK jojuiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tRONg!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIE Ha CaliTax, KOTOPBIM HE JOBEPSICLIb.
DJICKTPOHHAS IOYTA

ONEKTpOHHAs TOYTa - 3TO TEXHOJOTUS M IPENOCTABISEMBIE €H0 YCIYyTH IO MNEPECBUIKE H
MOJIYYEHHUIO JIEKTPOHHBIX COOOILEHUH, KOTOPbIE PAacIpeAessioTcs B KOMIbIOTEPHOH ceTu. OOBIYHO
JIEKTPOHHBIN MOYTOBBIM SIMIMK BBINIAIUT CIEAYIOIIMM 00pa3oM: UMs_MOJIb30BaTEI(@UMS_JIOMEHA.
Taxxe kpome nepeaaun IPOCTOro TEKCTa, MMEETCS BOZMOKHOCTh TepeaBaTh (ailiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHeKTpOHHOﬁ MOYTOM:

1. Hago BbIOpaTh NpaBWIBHBIM MOYTOBBIM cepBUC. B HMHTEpHETE €cThb OrpOMHBIA BBIOOP
OeCIUIaTHBIX TOYTOBBIX CEPBHUCOB, OJIHAKO Jy4YIlE JOBEPATh TE€M, KOTO 3HAEllb U KTO MEpPBHI B
pEUTHHTE;

2. He yka3piBail B JIM4YHOM mouTe JMuyHYlO uH(popMmanmio. Hanpumep, nydiie BbIOpath
"My3bIKanbHbIN _paHaT@" win "pok2013" Bmecto "temal3";

3. Mcnonp3yii ABYX3TAlHYI0 aBTOPHU3AIMI0. DTO KOTJIa TIOMHUMO Tapojisi HY)XHO BBOJUTH KO/,
npucbUIaeMbIil mo SMS;

4. BpiOepu CIOXKHBINA Mapoib. [ KaXa0ro MOYTOBOTO SIIIMKA OJKEH ObITh CBOW HAaJICKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmm ectb BO3MOXKHOCTH HalKCaTh CaMOMY CBOW JIMYHBIA BONPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTb;



6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SAIIUKOB. IIepBbIil A1 YaCTHOM NEPENUCKU C aapecaTamy,
KOTOPBIM ThI JOBEpPsACIIb. JTO IEKTPOHHBIM aIpec HE HAN0 HMCIOJIb30BaTh IPU PETUCTPAaLlUU Ha
dopymax u caiitax;

7. He oTkpbIBaii (haiisibl U Ipyrue BIOKEHUS B MUCbMaX, J1a)Ke €CJIU OHU MPUIILTH OT TBOUX JIPY3eH.
Jlydiie yTOYHH Y HUX, OTIPABIISIN JIX OHU TeOe ATH (aiiibr,

8. Ilocine oxoHuYaHHs PabOTHI HAa MOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKJIAIKH C CAWTOM HE
3a0yb HaxaTh Ha "BeiiTu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymauHr - mpecieoBaHuE COOOIIEHUSMHU, COJEPKAIIMMH OCKOPOJIEHHs, arpeccuto,
3allyTUBAHME, XYJIUTAHCTBO; COIMAIILHOE OOWKOTHPOBAHUE C TIOMOIIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILTUHTOM:

1. He Gpocaiics B 60i1. JIyummii crioco6: mocoBeToBaThecs Kak ce0s BECTU U, €CJIU HET TOT0, K KOMY
MO>KHO OOpaTUTbCs, TO BHayajleé YCHOKOUThCA. Eciii Thl HauHElIb OTBEYaTh OCKOPOJICHUSIMHM Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0blIe pa3okkKellb KOH(IMUKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHMMHOCTb B ceTd MHMMas. CylIecTBYIOT CIIOCOObI BBISICHUTh, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He cTtouT BecTu XyNUraHCKUN 00pa3 BUPTYyalbHOW ku3HU. VIHTEpHET (UKCHUPYET BCE TBOU
JNCUCTBYS M COXpAHICT UX. Y JAIUTh UX OyJeT KpaiHe 3aTPyTHUTEIILHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHblii HeratuB. OJHOpPA30Bble OCKOPOUTEIbHBIE COOOIIEHMS JIydlle
urHopupoBaTh. OOBIYHO arpeccHst MpeKpallaeTcs: Ha HauyalbHOM CcTany;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITMATBHBIX CETAX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKU COOOIIEHUH C OMPEEICHHBIX aJIpECOB;

8. Ecnu Thl cBuaetens kubepOysuivHra. TBoM JNEHCTBUS: BBICTYNUTH HMPOTHB INpECieloBaTels,
[I0Ka3aTb €MY, 4TO €ro ACHCTBUSA OLEHUBAIOTCA HETATUBHO, MOIACPIKATh JKEPTBY, KOTOPOH HYKHa
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTE arpecCUBHOIO TIOBEJIEHUS B CETH.

MoOnbHbIi Te1edoH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COZAEpXk aT B cede BMOJHE B3pOCHbId (DYyHKIMOHAT, U
TENEpb OHU MOTYT KOHKYPHUPOBAaTh CO CTALIMOHAPHBIMHU KOMITbIOTepaMu. OJIHAKO, CPEICTB 3aLIUTHI IS
MOI00HBIX YCTPOWCTB MOKa OYeHb Majio. TecTupoBaHHe U MOUCK YA3BUMOCTEH B HUX MPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak Ju1st [1K, To ke camoe kacaeTcst 1 MOOMIIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YKe MPaKTHUYEeCKH JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenue (yHKIIMOHAIA BIICYET 3a c000il OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

JlaneKo HE BCC TMPOMU3BOAUTCIIN BBIITYCKAIOT O6HOBJ’I€HI/I$[, 3aKpBIBAIOIIUE KPHUTHYCCKUC
YA3BUMOCTU IJI1 CBOUX YCTp01>'ICTB.

OCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:



Huyero He sBusiercs mo-HacTosmieMy OecruiaTHBIM. Byap oOCTOpokeH, Beap Korjaa Tebhe
npeasaraiT OecIylaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO TUIaTHBIE YCIYTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oro mim Buaeo. Tel TOYHO 3HaeUIb, rie OHU OYAyT B
KOHEYHOM HuTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE POTPaAMMBbI AJ11 MOOUJIBHBIX TeNe(OHOB;

He 3arpyxail npuiiokeHHsT OT HEHW3BECTHOIO HWCTOYHHKA, BEIb OHU MOIYT COJEPKATh
BPEIOHOCHOE MPOTrpaMMHOe 00eCreueHUE;

ITocie Toro Kak ThI BBIMIEIIL C CaiiTa, TJi¢ BBOAWI JUYHYIO HH(OPMAIUIO, 3aiI1 B HACTPOUKH
Opay3epa u ynanu COOKies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JaBaii cBoli HOMEp MOOWMJIBHOTO TenedoHa TOJBKO JIIOMIAM, KOTOPBIX THl 3HACHIL U KOMY
JI0BEpsieLb;

Bluetooth momken ObITH BBIKIIOYEH, KOTrJa Thl MM HE TMOJb3yelibes. He 3a0biBail MHOTIA
MPOBEPSATH ITO.

Online urpoi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPacoyHble, 3aXBaThIBAIOILUE Pa3BICUYEHUS, 0ObEANHAIOIMIE
COTHH THICSY YEJIOBEK 110 BceMy MUpY. Irpoku ncciaenytoT 1aHHbIM UM MUP, OOLIAIOTCS APYT C APYTOM,
BBIIIOJHSAIOT 3aJaHus, CPakaroTCsd ¢ MOHCTPAMM M IIOJIYYalOT ONBIT. 3a YIAOBOJIBCTBUE OHHM ILIATAT:
MOKYTAIOT JUCK, OTJIAYMBAIOT a0OHEMEHT WJIM MIPUOOPETAIOT KaKKe-TO OILHUU.

Bce 3t cpenctBa uayT Ha mojjep)kaHUEe U pa3BUTHE UIPbI, a TaKKe Ha camy O€30MacHOCTH:
COBEpIICHCTBYIOTCS CHUCTEMBbl aBTOPU3AIlMM, BBIMYCKAIOTCSI HOBblE MaTy (LKU(pOBBIE 3arjaTKU AJIs
IIPOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HBIX HUIrpax CTOUT OmacaTbCsd HE CTOJIBKO CBOMX COIICPHHKOB, CKOJILKO Kpa>XH TBOCTO
apoJjisgd, Ha KOTOPpOM OCHOBaHa CUCTEMaA ABTOpHU3aAllUU OOJILIINHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu I[perfI HUI'POK BCACT ce0s TIOXO0 WU co3aacT Tebe HCIIPUATHOCTH, 3a6JIOKPIpy171 €ro B
CITMCKE UTPOKOB;

2. HO)K&J'nyICH AAMUHUCTpATOPaM HUI'Pbl HaA IIJIOXOC IMOBCACHHUE 3TOr0 HUIPOKA, KCEIIATCIIHHO
MMPHUIIOKUTHb KAKHE-TO JOKA3aTCJIILCTBA B BUJIC CKPHUHOB,

3. He yka3piBail TH4YHYI0 HHPOPMALIMIO B podaiise urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UIDE;

5. He ycranaBnuBaii HeoUIIHAIbHBIE TATYN U MOJIBI;

6. Mcnonb3yl CI0KHBIE U pa3HbIE MMAPOJIH;

7. Jaxxe BO BpeMs UTPBI HE CTOUT OTKJIIOYATh aHTUBHPYC. [10Ka ThI Urpaeiib, TBOW KOMIBIOTED
MOT'YT 3apa3HTh.



@OUIIUHT WIN Kpaka JUYHBbIX JaHHbIX

OObBIYHON Kpaxkeil JeHeT W JOKYMEHTOB CETOJHS YK€ HMKOTO HE YAMBHINb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHH 3JIOYMBINUICHHHKH TEPEMECTHIINCh B MHTEPHET, W MPOJIOJDKAIOT 3aHHUMAThCS
"MrOOMMBIM" JETOM.

Tak mosiBUIIaCk HOBast yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (DUIIMHT, TJIaBHAS IIEJIb KOTOPOTO
COCTOMT B IOJY4YeHHH KOH(HICHIMAIbHBIX JIaHHBIX II0JIb30BATENICH - JIOTHHOB W mapoieit. Ha
aHrIHMicKoM s3bike phishing uuraercst kak umuar (ot fishing - peibHas mosis, password - mapois).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI mozo3peBaelib, YTO TBOSI aHKeTa ObLIa B3JIOMaHa, TO
Heo0X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YKCJIe, MHTEPHET-Mara3unHOB U TOMCKOBBIX CUCTEM;

3. Hcnonw3yil cnoxkHble W pasHble maponu. Takum oOpasom, ecid TeOs B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH MOTYy4YaT JOCTYM TOJIBKO K OJJHOMY TBOEMY IIPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nomald, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBJIeHBl y T€OS B JIPY3bsX, O TOM, YTO TeOs B3JIOMaJM W, BO3MOXHO, OT TBOErO UMEHHU Oyjaer
pacchUIaThCs CliaM U CChUIKU Ha (PUILIMHTOBBIE CAlTHI,

5. Ycranosu HanexHbli naposb (PIN) Ha MoOMIIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii ailsibl U Jpyrue BIOKEHUS B TUCbMaXx, Aa)K€ €CJIM OHU MPUIILIN OT TBOUX JIpY3€EH.
Jlydiie yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (haiibl.

HMudposas penyrauus

[ludposass pemyramuss - 3TO HEraTMBHAs WJIM TO3UTHBHAas HHQopMamus B ceTH o Tebe.
Kommnpomerupytomass uHpopMmanusi, pa3MellleHHass B HWHTEPHETE, MOXET CEpbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBoeH peanbHOM »xu3HU. "LludpoBas pemyramus" - 3TO TBOH HMHUIXK, KOTOPBIH
¢dbopmupyercs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6LI, TBOC q)HHaHCOBOC IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U
pacckasbl O OJU3KHUX - BCE OTO HAKAIJIMBACTCS B CETH.

MHorue mMOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyONMKaluMW JMYHOH HHPOpMaluu B
WNuTepHere, He MOHMMAas BO3MOXHBIX MOCIEACTBUI. Thl 1a)ke HE CMOXKeEIb J0raJaThCs O TOM, YTO
¢dororpadus, pazMerieHHas 5 JeT Ha3ajl, cTala IPUYMHOM 0TKa3a MPUHATH TeO0s Ha padoTy.

KommenTapuu, pazmenienre TBoux ¢ororpaduil u Apyrue IeHCTBUS MOTYT HE UCUE3HYTh Jaxe
1ocje TOro, Kak Thl UX yJauuiib. Thl HE 3Haellb, KTO COXpaHHUJ 3Ty MH(OpPMAIUIO, [oMaja 1 OHA B
MIOMCKOBBIE CHUCTEMBI M COXPAaHWIACh JIM OHA, a INIABHOE: YTO MOJYMAIOT O TeOe OKPYXKAIOLIUE JTOAH,
KOTOpBIE HAWIYT U YBUIAT 3T0. HaliTu mHpOpMAaINIO MHOTO JIET CITYCTS CMOXKET JIF000i# - Kak U3 T00phIX
noOyXJIeHUH, TaK U C HAMEPEHUEM MPUYNHUTD Bped. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI IO 3alIUTE UPPOBON permyTaIiu:

1. TTogymaii, mpexxae 4em 4To-To MyOJIMKOBaTh U MepeaBaTh y cedst B 0i10re WK B COLMaIbHON
CETH;



2. B Hactpoiikax npouis ycTaHOBH OTrpaHMYEHHUs Ha IMPOCMOTP TBOEro Mpoduis u ero
COAEPKUMOTO, CAETal €ro TOJIbKO "yis apy3en”;

3. He pa3meniaii u He yka3piBall WH(POpPMAIHIO, KOTOPAasi MOXET KOTO-JIMOO OCKOPOISATh WIH
00MXaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE NIKOJIbHUKH - AaKTUBHBIE [10JIb30BATEIN HUPPOBOro npocrpaHcTBa. OIHAKO AATIEKO
HE BCE 3HAIOT, YTO I10JIb30BaHHE MHOTMMH BO3MOXKHOCTAMHU LU(GPOBOro Mupa Tpedyer coOIroaeHus
MIPaB HA MHTEJUICKTYAIbHYIO COOCTBEHHOCTD.

TepmuH  "WHTEJUIGKTyaJIbHasi COOCTBEHHOCTH" OTHOCHTCS K  Pa3IMYHBIM  TBOPEHUSAM
YeIIOBEYECKOT0 yMa, HAYMHASI ¢ HOBBIX M300pPETEHUH M 3HAKOB, 00O3HAYAIOMIMX COOCTBEHHOCTH Ha
MPOAYKTHl M YCIyTH, U 3aKaH4MBasg KHUTamu, (oTtorpadusiMu, KUHOUIBMAMH U MY3bIKaIbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO IIPaBa Ha UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh HA IPOM3BEACHUS HAYKH,
JUTEpaTypbl M MCKycCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAayecTBE TIapaHTUM TOrO, 4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OyJIeT HalpacHbIM, JAaCT €My CIIpaBelIMBbIE
BO3MOKHOCTH 3apa0oTaTh Ha Pe3ysbTaTax CBOETO TPYAa, MOIYYUTh U3BECTHOCTH M NMpHu3HaHue. Hukro
0e3 pa3peleHHs aBTopa HE MOYKET BOCHPOM3BOJIUTH €ro MPOU3BEICHHE, PACIPOCTPAHATh, IYOJIUYHO
JIEeMOHCTPHPOBATh, TPOJABaTh, HMIIOPTUPOBATh, IYCKaTh B NPOKAT, MYOJWYHO HCHOIHSITH,
[I0Ka3bIBaTh/UCIIONHATE B 3upe niu pa3menars B MlHTepHere.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 00ECTICUeHUS MOKET IPUBECTH K MHOTHM PUCKAM:
OT TMOTEPH JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWMCTBA, TNl€ YCTAHOBIICHA
HeJleranbHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYMIECTBYIOT JICTAIBbHBIE W OCCIUIATHBIC
MIPOrpaMMBbI, KOTOPbIE MOYKHO HAWTH B CETH.

O noprane
CeteBnuoK.p¢ - TBOH IIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HaTh O O€30IaCHOCTH B

CCTU NMOHATHBIM U JOCTYIIHBIM SA3bIKOM, d IIPH BO3HUKHOBCHUU KpHTPI‘-ICCKOﬁ CUTyallu1 O6paTI/ITBC$I 3a
COBETOM. A TakKe MPUHATH YIaCTUC B KOHKYpPCaX U CTaTb CaAMbIM I_[H(prBBIM l"pa)K)IaHI/IHOM!



